
N
IS

T S
P

8
0

0-17
1 r

3

8
0

0
-171 r2

N
IS

T SP NIS
T S

P

800-5
3 r

5

NIST Cybersecu
rity

Framew

ork 2
.0

NIST
Risk Assessment

ASSET RISK MANAGEMENT

SM

ASSET RISK MANAGEMENT

SM NIST SP 800-171 r2
Risk Assessment Portal

NIST SP 800-171 r2
R i s k  A s s e s s m e n t

NIST Signature  Methodology 

1
State of

NIST
7

Perform
Assessment

5
Update

Policies and
Procedures

6
Organize
Artifacts

2
Define
Scope

3

Identify
Assets

4

Develop
SSP

N
IS

T SP 800-171 r2

R
isk Assessm

en
t

AI Defense, Beyond Cyber

NIST SP
Risk Assessment
Report

800-171 r2

NIST SP
800-171 r2

60%

POA&M

NIST SP
800-171 r2

90%

Intake Form

NIST SP
800-171 r2

50%

Roles

NIST SP
800-171 r2

25%

Assessment Questionnaire

NIST SP
800-171 r2

75%

Assessment Information

Planning

NIST SP
800-171 r2

80%

NIST SP 800-171r2 Back

Home / Data Collection Forms / NIST SP 800-171r2 / Phase 1 - Planning

M
E

D
IU

M

LOW

HIGH

NIST SP
800-171 r2
RISK

 
 

 

 
 

 

 
 

 

 
 

      

John.Schelewitz@ecfirst.com www.ecfirst.com

N
IS

T SP 800-171 r2

R
isk Assessm

en
t

Ap
ply

 co
ntrols only to 

us
e a

cr
os

s 
co

nt
ra

ct
s

secure domains

Protect CUI per FIPS 200 &

CU
I-h

an
dlin

g systems

Sup
po

rt 
sh

ar
ed

 C
U

I

Isolate CUI in

Fo
cu

s 
on

co
nf

id
en

tia
lit

y

NIST SP 800-53

1

2

3

4

5


